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1.0

Initial version z published 02/02/2015

08/07/2015

2.0

Add Syndromic Surveillance Messaging as an interface selection, upds

TDH web links, and add Frequently Asked Questions (FAQ)s

11/20/2015

3.0

The ability to copy demographicinformation, interfaceinformation and
Promoting Interoperability information from a parent entity to a sibling

or child

05/09/2016

3.1

Update Immunization Registry Fact Sheet

07/01/2022

4.0

Added new screenshotsadditional points of contact, and updated table

of contents.
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Trading Partner Registration System Overview

4EA 4ATT AOOAR $ADAOOI AT O i & (AAI OESO j4$(Qq 40AAETC
used by potential trading partners to register their intent to exchange data electronically with TDH,

including any potential trading partners participating in Promoting Interoperability (Pl).

The TPR system wagnitially designed to include three specific interfaces, with the flexibility to add
additional interfaces as necessary. The initial interfaceaclude Immunization Registry Messaging,
Electronic Laboratory Reporting (ELR), and Cancer Case Reportingver time, Syndromic Surveillance
Messaging (SSM) and Drug Overdose Reporting (DOR) interfaces have been added to the system
allowing hospital trading partners to register for these additional interfacesTo helpclarify the
hierarchy of affiliated Organizations, Facilities, and Professionals, thisser Guide and theapplication
use the termsd@arentdand &hildren.6 For example, ahealth system may be deemed the®arentd
organization, registeringits affiliated hospitals asahildren.6 For additional information, seeViewing
Hierarchy of Entities

While registering, potential Trading partner entities can maintain the relationships between multiple
entity levels within their organization. For example, dealth system can registeritself, its affiliated
hospitals, andany providers who work at affiliated hospitals. Multiple TPR System usersan have
access to one or all entities registered. Associated registration and-bnarding documentation will be
generated based on howthe user isregistered.

Once registration has been submittedhe TDH programs responsible foronboarding each interfae

will review submitted registration and determine the status of eachRegistrations may beapproved or
denied foreachTDH interfacethat the potential trading partner has registered for. Onceapproved,
processes foreach interface

Email notifications will be sent from the TPR System to users with access to each entity. These emails
along with the completed milestones for each interfacean be utilized by the entity to document
progress and engagement for each applicable interface. More information about user access and email
notifications can be found inManaging Users

This guide is designed to aid you in the process of registering as a trading partner with TDiHcluded
in this document are definitions forterms and acronyms used (seédppendix 1, pg.39), a dedsion flow
chart (seeAppendix 2, pg.41), and contact information (seeAppendix 3, pg.42) to assist yal. The
Tennessee Department of Health (TDH) welcomes comments on this user guide. Please send all
feedbackto MU.Health@tn.gov

The TPR User Guide represents our best efforts to reflect our developing registratiorsggm with the
ever-evolving understanding of howPromoting Interoperability regulations will affect public health.
Please be mindful that this document may be modified in the future. Se@coming Featureqpage 8)
for more information.
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Creating a New Account

To register as alrading Partner with the Tennessee Department of Health (TDH), potential trading
partners must first have a Portal Admin Account Managements System (PAAMSEount If you do not
already have an account, you will need to create oneplease see the instructions belovior how to
create a PAAMS accournit.you already have a PAAMS accoypieaseclick Existing Users

To begin creating a PAAMS account, please go tohttps://apps.tn.gov/tpr __ and proceed with the
following steps :

1. In the &New UsersBsection, select@ign Ub 8 &

New Users

New users must register.

( @ signUp '

Qu

2. Enter your e-mail addressand clickO# 1 1 OET OA S8

E-mail Address

E-mail Address

E-mail MU.Health@tn.gov

Updated07/ 2022 TPR System User Guide Pageb
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3. You will be asked to enter your account and contact informationPlease be sure to identify who

= A o~ oz A

completed the form, clickO# 1 1 OET OA 86

Account & Contact Information

Organization Address

| am opening an account on behalf of a

Business Name
Address Line 1
Address Line 2

Gity

State
fip Code

Country

Administrator Contact
Frst Name
Last Name
E-mail
Phone Number

Fax Number

@ Business

© indnidual

Big TH Health System
100 West Main

Suite 10 A

Mashville
TH «
37243

UNITED STATES -

John

Doe, 5R

MU Health@tn.gov
{ B15 )| 253 -| B94S Ext

{815 ) 523 - 8945

3

| Gdce@dtihavee OEAOA
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4. You will then be directed to the@sername AT A 0 A O@agel tidsfséction, you will need to
create yourusername Your usernamemust bebetween 5and 20 characters long.

E-mail Address » Account & Conftact Information » User Mame & Password = Confirmation

User Name

User Name requirements:

® Must be at least 5 characters in length.

& Must be no mere than 20 characters in length.
User Name must meet the

following requirements:
User Name MUHelp1

& At least5 characters

5. Enter your password in the®assword8section. Be sure to follow the requirementslepicted in
the screen shot below.

Password

Password requirements:
Password must meet the following
o Must be at least 8 characters in length. requirements:

+ Must contain at least one letter, one number and one special character. & Mleastone letter

Password | gee p & Atleastone number

Retype Password & Atleastone special character
I@#SHAEH () _+- . e==T~

8 Atleast8 characters

Updated07/ 2022 TPR System User Guide Page7



Department of
-Health

6. You will be required to choose three different security questionsvith answers. Please se
Forgot Password otJsernamedn this user guideto seewhat to do in the event you forget your

usernameand/ or password.

Security Questions

Please choose 3 different questions below and provide answers. Choose questions to which only you would know the answer. Your answers will

be used to recover your password if you ever forget or lose it

Question 1

Answer 1

Question 2

Answer 2

Question 3

Answer 3

Choose & security question

Choose a security guestion

What is your mother's maiden name?

What is your city of birth?

What is the name of the hospital you were born in?
What is the name of the street you grew up on?
What is the name of your elementary school?
What was your high school mascot?

What was your first pet's name?

What was your first car?

What is the name of your kindergarten teacher?
What was the make of your first car?

What is your zodiac sign?

What is your favorite color?

What is your favorite sports team?

What is your favorite TV show?

Who was president when you were born?

7. Once you have selected your security questisnclick Oahtinue 8 ¥ou will then be directed to
the @onfirmation Page. 8 You shouldalsoreceive an email confirmation shortly. You will then
have two options to a) register your organization OR b) to register other users in your

organization.

a. To begin registering your organizatiorclick O 4 $ (

shown in blueand then clickhere for next steps

b. To begin registering other users in your organizatioclick O # 1 1T O &rid Gl the

40AAET C 0AOOT AD

directions to create other PAAMS/TN.gov account useras describedelow.

Contirmation

Confirmation

Thank you for creating an account online at TN.gov. You should receive an e-mail confirmation shortty.

Services

TDH Trading Parter Registration TPR

If you have questions or need additional information, please contact:

NIC, TN Help Desk, Phone

(615) 313-0300, Toll Free: 1-866-8TN-EGOV, Fax: (615) 313-0301
E-mail: help@egovtn.org

Updated07/ 2022 TPR
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Creating Other PAAMSTN.gov Account Users

The first user of an organization has the option to create other user accountas the adminstrator of
your organization's PAAMS accountou will havethe ability to create and manage other user accounts.

1. After clicking Odntinue &in the step aboveselect@o to Log In8 &

LogIn

2. Enter your usernameand passwordand click @og Inéto continue

Logn
Log In to Trading Partmer Registration

User Name MUHealth

Password  essscsssens

3. Selectd! AA 5dbégi @riiering new users.

Users  CurrentServices  Account Info

Active Users for Big TN Health System (BIGT003)

View All Users [( Add Users
N—

User ID Name Status Services Password Access

One user found.1

MUHelp1 Kevin Mann Active TPR R Edit

One user found.1
Export options: Excel

4. Enter the first and lastname, email addressand phone number of the new user.

Updated07/ 2022 TPR System User Guide Page9
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Add User

Account Information
First Name Missy
Last Name Lu
E-mail MU.Health@tn.gov
Phone Number ( 615 ) 253 - 8945 Ext. 12

5. SelectDH Trading Partner Registration &as the desired service

Services
Please select the service(s) this user will be allowed to access.

Service Preferences

TDH Trading Parter Registration

6. EnteraUsernameand Password aglirected (see examples below)After entering the required
information, click O 3 At® #dd the new user.

User Name

User Name requirements:

= Must be at least 5 characters in length.

* Must be no more than 20 characters in length.

L

User Name MUHelp2

Password

Password requirements:

* Must be at least 8 characters in length.

* NMust contain at least one letter, one number and one special character.
Password

Retype Password

7. Repeat ths process ifyou wish to add more users. Nevactive usersfor your organization will

Updated07/ 2022 TPR System User Guide PagelO



Department of
-Health

receive anemail providing their usernameand information on selectng security questions

Users Current Services Account Info

Active Users for Big TN Health System (BIGT003)

2 users found, displaying all users.1

User ID Name Status Services Password Access
MUHelp1 Kevin Mann Active TPR R Edit
MUHelp2 Missy Lu Active TPR R Edit

2 users found, displaying all users.1
Export options: Excel

Updated07/ 2022 TPR System User Guide Pagell
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Existing TN.gov or PAAMS Account Users

If you are already using TN.gov services, you already have a TN/J@&AMS accountlf youd OA 1

whether or not you have a TN.goAlPAAMSaccount,consult the Forgot Password or User Nansection

of this guide.Existing TN.gov/PAAMS userwill need to add0 4 $ (

4 0AAET C 0AOG AO

current services(Note:this step is not necessary if you just created a new TPR accoutlitested in the

previous pages

1. Go to https://apps.tn.gov/paams/ and click@o to Log In.8Youwill then be directed to the
TN.gov Account Maagement login page. On this screeanter your user and password.

LogIn

Log In to TN.gov Account Management

User Marme muhealth

FOrgot your user name or password?

Mew user? Create an account now.

2. SelecttheO# OOOAT O tad dnddhdidkO8 AA AT T OEAO OAOOEAAS8S

US Aecountinme

Services for Big TN Health System (BIGTOO3)
©One service found.1 Upload Subscription Docurments ' Add ancther service '
e ——

Service Service Agreements

TDH Trading Parter Registration

One service found.1
Export options: Excel

Status Remove

Active

3. You will proceedto the @dd Servicedpage. Navigate tothe ®eporting and _SubmiAssiQn,sAé 3
sectionand slect DH Trading Partner Registration &from the list. ClickO# 1 1 @61 OA

proceed.

~ Reporting and Submissions

[ Lobbyist and Employer of Lobbyist Registration &3
] TN Online Campaign Finance Filing 3

[ Disclosure of Interest Filing B

] Modular Building Plans Submission B

[] Architects and Engineers Plans B

[ Workers Comp Statisitical and SD1 Filing 5

[] Handgun Safety School Scores Submission 3

[] Regulatory Boards Information Update I3

[ cChildren's Services Facility Licensing Application for Gonsultants 3
[ Pupil Transportation Certification (for schoal districts)

[] Bus Inspection Application E

[] TDH Trading Parter Registration B

[ Driveout Tag Registration for Motor Vehicle Dealers/Auctioneers B

[] Tobacco Sales Filing & Reporting I3

[ Treasury Gift Cards B

Updated07/ 2022
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4. Enter your email address and clicld # | T O EoiprGcketl &othe @ccount and Contact
Information Opage.

E-mail Address

E-mail Address

E-mail emai@eman com|

5. Follow instructions to enter your information and click @ontinue §to complete the process.

Account Information

E-mail Address = Acrount & Contact Information =  User Name & Password Confirmation
1 arn opening an account on behalf of a [
2 individual

Address Line 1

Address Line 2

6. You will then be directedto the confirmation pageand will receive an email confirmation
shortly.

Confirmation

E-mail Address » Account & Contact Information » User Name & Password » Confirmation

Thank you for creating an account online at TN.gov. You should receive an e-mail confirmation shortly.

Services
TDH Trading Parter Registration TPR
If you have questions or need additional information, please contact:

NIC, TN Help Desk, Phone: (615) 313-0300, Toll Free: 1-866-8TN-EGOV, Fax: (615) 313-0301
E-mail: help@egovtn.org

Continue

Updated07/ 2022 TPR System User Guide Pagel3
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Logging In to TPR

1. Once you have created your new TN.gov account, you will need to login to the TPR system. In
the ®eturning Users Gsection, select@o to Log In8 06

Returning Users

Welcome back.

2 GotolLoglin

2. Enter the Usernameand Password for your PAAMS accouand click @og In8 &

LogIn
Log In to Trading Partner Registration

UserName  MUHelp1

Password  eeecceces

Forgot your user name or password?

Update account information or change your password.

3. Upon login, you will bedirected to the @wailable Entities 8screen.

User Dashboard Fonisen

Reports

Run and export reports.

Use various different reports to find out everything about the registered trading partners

Available Entities

Trading Partner Registration is an application that allows the Tennessee Department of Health and all registered trading partner entities to efficiently
communicate.

In most cases, you will use the 5 ,mm ynur’ self. Occas or\aHy there will be more than one record of ynu \fn"u\up\et ading partners have rég\ste red you
entity below them. In situations, you may wish to view another trading partners milestone status or information. You can have access to all of
the - records, if they a\ready exist, once you request access to the'ﬂ 1f no record of you currently exists, you can create a new record,

Please select which entity you would like to use the system as. If there are no entities available, or you would like to request access to view another entity,
select "Add New Entity”,

Incomplete Registrations
Entity Name + Cssifcation ity Type Aetion
Toya test facility Organization Health System Resume Registration
0 v [1]

Updated07/ 2022 TPR System User Guide Pagel4
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Searching for an Entity

In certain situations, you organization may already be registered in the systemUsers arerequired to
searchfor entity records beforestarting a new registration; otherwise , you might create duplicate
registrations . If your organization is already registered in the system, you will be able to request

access to that registred account.

1. To search for yourorganization, clickO! AA . Ax
%l OEOUB8O

2. Locate the@earch for your Records Gsection and
Gearch for your Records 8 6

Entity Search

Search for a trading partner

In order to update milestone information or v entity information for any specific trading partner, you must locate that trading partner’s reco

for the trading partner

Entity Type Choose an option...

Entity Name
Identifiers Choose an option...
Identifier dentifie
In addition to the entity type, name and identifier fields above, you have the option to search by address information. Search by Address Fields

Back to Dashboard Search for your Records

3. Searchusing any one of the following options belowto locate your records):
a. Entity Type z e.g., health system, hospital, practice, pharmacy, etc.

b. Entity Name z complete or partial entity name,

select

c. lIdentifiers Type ze.g., ISCRrovider/Group NPI, CLIA, Provider License#,ocal,or

other previously established 1D
d. Identifier ze.g.,1119950000, VUMC, MD0055

e. Address - Street, City, State

4. Enter your search criteriainformation and click @earch for your Records 8 8

If TPR locates a matchingentity based on your search criteria, you will need to request access

Of OEAO AT OE $x4rdnhidg far AnfExighidg®RegisttaddA Theuser who registered

the entity will need to approve or deny your request for accessf there are nomatching

entities found you will need to create a new registratiorfor your organization.

Updated07/ 2022 TPR System User Guide
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Adding a New Entity
To utilize the trading partner registration system, you entity must beregistered. If you complete your
records search and namatching entities are found, click the @dd New Entity dbutton.

Hint: Scroll table horizontally to see all the data

Parent Entity » Entity Name Classification Entity Type Action
Mo records to show

0w - [

New Entity Registration

Begin a new Trading Partner Registration here

Back to Available Entities Search Again

Entity Classifications

For the purpose ofregistration, trading partners are grouped into classificationsAfter selectingd . A x
Registration ,6begin the trading partner registration process bychoosingthe highest level of
classificationfor your registration. There are three trading partner classifications:

1. Organization : This classificationapplies totrading partners with multiple locations. If
registering as an organization, the usecanalsoregister multiple affiliated organizations,
facilities, and/or professionals related to the organization.

2. FEacility : This classificationapplies totrading partners with a single location. If registering as
a facility, the usercanalso register multiple affiliated professionals related to the
organization, but no other facilities or organizations can be registered under a facility.

3. Professional : This classifcation applies totrading partners registering as an individual, and
the trading partner should be a person. If registering as a professional, the user will only be
able to register that professional. No affiliated organizations, facilities, or other pfessionals
can be registered under a professional.

If your entity does not easily fit within one of thesethree classifications, register as an organizatios
the highest-level classification,this will allow you to easily register other affiliated organizations,
facilities, or professionalsat a later time, if necessary. Associated registration and shoarding
documentationwill be generated based on how you register. Please review the classificatidetails
below and thedrading Partner Registration Worksheet _6for more information.

Updated07/ 2022 TPR System User Guide Pagel6
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lam a..

Begin the trading partner registration pr%ess by selecting the highest level classification you will be registering. For example, if you are a practice
and will be registering your practice as well as the doctors within it select organization or facility and not professional here.

Organization
Multiple locations.
Organizations can register themselves

and multiple affiiated Organizations,
Facilities, and Professionals.

Facility
Single location.

Facilities can register themselves and
multiple affiliated Professionals. Do not
register as a Facility if you will be
registering affiliaied Organizations

Professional

Individual only.

Professionals can only register
themselves. Do not register as a
professional unless you have no other
affiliated Organizations, Facilities, or

Register as an organization for:
Health System
Hospital Register as a facility for:

and/or Facilities. Professionals.

Register as an individual for:

Public Health Agency Hospital Professional

Practice Practice

Clinic Clinic

Laboratory Group Laboratory
Pharmacy Group Pharmacy

Long Term Care Group Long Term Care

Payer Payer

Note: If you wish to register your practice as well as the doctors within it, select organization or facility,
rather than professional. If yoare registering a large organization such as a Health System, retail
pharmacy chain, Laboratory Group, etc. register as an organization.

Entity Information
1. Enter the required Entity Information on the ®@rganizational Information 8page, adepicted
below.

Entity Information

Entity Type Health System x v

Entity Name Big TN Heslth System

Address 1 100 West Main
Address 2 Suite 10A

City Nashville

state | TN
Zip Code 37243

Entity Specialty Hospital Medicine
Point of Contact Name John Doe, Sr.
Point of Contact Title Senior Physician
Peint of Contact Phone (615 )- 802 -1 9877

Point of Contact E-mail Address MU Health@tn_gov

Note: Users may sele@Bavedor Gave & Exifito save data. All required data on a screen must be entered
before the datacan be saved
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2. ltis recommended that you add at leasbne additional point of contact. To add an additional
point of contact, place a check in the box nexb 'Add Additional 0 / #lacated under the
Entity Information tab and Interface details tab).

O Add Additional POC

3. It will then populate the Additional Point of Contacts fields as shown belowin which you will
need to fill out.

Add Additional POC

Point of Contact Name Brian Moore
Point of Contact Title Partner Engagement Coordinator
Point of Contact Phone ( 615 )- 999 - 9999
Point of Contact E-mail Address brian.k.moore@tn.gov

4. To add other additional point of contacts, you can click on theAdd Another POC button and
the same field shown in the step above will populat&nter theO) A AT Gibra&idnGhen
click continue .

5. Choose an Identifier Type or multiple Identifier Types (seéppendix 1, pg.39).

Identifier Type

Available Identifiers [ 1SO
CLA

0100656307

O Provider NPI

Group NPI

1900540012

O Provider License Number
O Local

[ Other Identifier(s)
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Note: When selecting an identifier for Syndromic, Cange€R DORImmunization interfacesan NPlis
required. To register for the Electronic Lab Reporting interfacgsers musenter a CLIA as the identifier

® o 0T

g.

ISOz International Organization for Standardization

CLIAZ Clinical Laboratory ImprovementAmendments

Provider NPI z National Provider Identifier for an individual medical professional
Group NPI z National Provider Identifier for an organization

Provider License Number z Medical review board certified license humbers of Medical
Doctors, Advance Practice Nurses, Phy&ao Assistants, and Pharmacist

Local Identifiers z Approved identifiers used to exchange data with the Tennessee
Department of Health

Other Identifiers z Any other identifier used for this entity not listed above

6. | FOAO UI 68 OA Al OA clklkdToatiEuks § AAT OEAEAO 4 UDPAR

Interface Selection
On the(terface Selection page, select the interface(s) yowish to send data to:Syndromic
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Surveillance Messaging, Immunization Registry Messaging , Electronic Lab Reporting , Electronic
CaseReporting, Drug Overdose Reporting , or Cancer Case Reporting. You may select multiple
interfaces andregister asa trading partner for each.

Immunization Registry Reporting

In Tennessee, the Immunization Information Systam (I1S) is a statewide registry managed by TDH to be a single

source of immunization records for all Tennessee residents. The IS gives authorized immunizing providers the

ability to electronically record, change, and access comprehensive immunization information on any patients in
the system. The IS accepts immunzations administered in any dinical setting by any immunization provider to
recipients of all ages using interoperability standards.

Syndromic Surveillance Messaging

The Tennesses Communicable and Ervironmenital Disease Services and Emergency Preparedness (CEDEF)
Division within the Tennesses Department of Health (TDH) has programmatic oversight of Syndromic
Surveillance activities across the state. Currently, all 12 Tennessee Public Health regions receive data from select
emergancy departments and perform Syndromic Surveillance activities. Syndromic Surveillance messaging
provides an electronically automated secure and standardized mechanism for communicating Syndromic
Surveillance data from eligible hospitals' (EH) emergency departments to TDH to support Syndromic
Surveillance. Syndromic Surnveillance is defined as public health surveillance emphasizing the use of timehy pre-
diagnostic data and statistical tools to detect and charactarize unusual activity for further public health
Investigation.

Electronic Lab Reporting

In Tennessee, ELR is the electironic submission of laboratory results thought to be indicative of a reportable
condition, disease, or event, as describad by the TDH in Tennessee Code Annotated 68 Rule 1200-14-01-.02,
using interoparability standards, The potential benefits of ELR incude the automation and standardization of
the laboratory reporting process, timelier laboratory reporting, and ultimately improved validity and reliability of
information for better case detection, surveillance, and disease investigation activities.

Electronic Case Reporting

In Tennessee, the Emergency Preparadness program has programmatic oversight for reporting to Health
Human Senvices (HHS) required hospital data. COVID Electronic Reporting is a secure file transfer system that
will allows your organization to report electronically directly to TDH without separate data entry into the HRTS
COVID-19 Survey. It is our desire to reduce some of the hospitalAcA1ATs reporting burden through this
mechanism
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o Cancer Case Reporting
In 1983, the Tennesses General Assembly passed Tennessee Code Annotated 68-1-1001, which requires all
health care practitioners and facilities that diagnose and/or treat cancer patients to report cancer case
information to the Tennesses Departrnant of Health, The use of 2015 Certified Electronic Health Record
Technology (CEHRT) can enable cancer care providers to automate the identification of reportable cancer cases
and cancer registry reporting. Effective January 1, 2018, the Tennessee Cancer Registry will accept only new
registrations from eligible clinicians (Le., MD or DO), who directly dizgnose and/or treat 25 or mors Cancer cases
in & calendar year, for electronic data submissions with the following physidan spedialties: dermatology,
urclogy, gastroenterology, hematology, medical oncology, radiation oncology, surgical oncology, or gynecologic
oncology.

0 Drug Overdose Reporting
In 2016, the Tennessee Assembly passed Public Chapter MO 959 an A to amend Tennesses Code Annotated,
Title 53; Tide 63 and Titde 68, this law authorized the Commissioner of Health to obtain records maintained by
any fadility licensed under this title, to fadilitate investigations and inquiries concerming opicid drug abuse, opicid
drug overdoses, and opicid overdose deaths.
Mote: The Tennessee Departmnent of Health has not declared readiness to accept Drug Overdose Reporting
data as a part of a specizlized or public health registry, using Certified Electronic Health Record Technology
(CEHRT)in standard format, as required by the Centers for Medicare & Medicaid {CMS) Promoting
Interoperability (Pl or Meaningful Use EHR Incentive Program.

7. After selecting the desired interface(s) interfaceoption(s) will appearA A1 Interfac®
Selection .0Enter the required information for each interface selected.

)
Electronic Lab Reporting Saie | Savedbil

Point of Contact Name | John Doe, Jr.
Point of Contact Title | CIO
Point of ContactPhone (/615 |)- 540 - 0001
Point of Contact E-mail Address MU Health@tn.gov

HIE and / or HISP Affiliation (If Applicable)

Be sure tocomplete the®ile Information h AppliGation Information h&endor Point of Contact dand
O! AAREOGET T Al 0 iséctiofs.Ekaples hrid Brididfegadpbons of each section are depicted
below.
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File Information
Enter information that best describes the file structure/version of messages or data being submitted
and the transport capabilities of the system submitting data.
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